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Understanding Leakage
Detection
Part 1: Introduction
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What do we mean by ‘leakage detection’?
DPA attacks exploit the fact that different inputs to the cryptographic
system produce different measurable characteristics.
Leakage detection is about checking whether or not this is the case.
• If different inputs to the system always trigger on average the same power
consumption then there is nothing for an attacker to exploit.
• Sounds simple: measure the power consumption for different inputs, and see
if it is different.
• Unfortunately, it is made complicated by the fact that the power consumption
is a noisy process, influenced by many factors, of which the inputs may or may
not be one.
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A (simplified) model for power consumption
The ‘DPA book’ [MOS07] suggests the following model for power
consumption: Ptotal = Pop + Pdata + Pel.noise + Pconst, where:
•
•
•
•

Pop is the part which depends on the operation;
Pdata is the part which depends on the data;
Pel.noise is the natural random variation (noise);
Pconst is some constant component.

Note that, if Pdata is zero (i.e. there is no data-dependent component)
then the underlying process is the same regardless of the data inputs.
Whether or not this is the case is the question of interest for leakage
detection.

[MOS07] S. Mangard, E. Oswald and T. Popp, Power Analysis Attacks - Revealing the Secrets of Smartcards, Springer, 2007.
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Suppose we have two observations. How can we tell if they are from the
same underlying random process, or from different processes?
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The answer is, we can’t! Not definitively. The values are different but if
we collect a few more (say, 10) observations of each we find that they
are all mixed up together with no clear pattern.
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Observe 50 of each and we start to see, perhaps, some more discernible
tendencies emerging…
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With 100 observations from each, we might suddenly feel a lot more
confident that the orange and the blue values are from different
processes, with different means.
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But what if the figure on the right also depicted two samples of 100
observations, generated in exactly the same way? Do we still feel as
confident concluding that there are two distinct processes?

14-Nov-18

8

With even more data (5,000 observations here) the uncertainty
decreases. Indeed, the processes are different in this case, and because
as it happens they are both normal, the familiar bell curves emerge.
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Using the sample means to decide
• What thought processes are you using to decide whether the two are the
same or different?
• Instinctively, we look at how far apart the middles of the samples are, and how
spread out the rest of the observations are.

• Let’s suppose from now on that all the processes in question are normally
distributed. This means that the middle corresponds to the mean, and also
gives us some nice statistical properties that will help us as we go.
• The means might look well separated, but they are only estimates. The
more spread out the observations are, the greater the danger that those
estimates are imprecise (i.e., the true means might be the same after all).
• So what we really want to know is: are the estimates of the means precise
enough so that the distance between them can be taken as proof that the
true means are truly different?
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The estimated means themselves vary!
To help us answer this, we need to understand that the estimated
mean itself has a distribution.
If we were to repeatedly draw the sample and estimate the mean, it
would range either side of the true mean to some extent.
• The larger the true variance, the more the estimate of the mean will vary.
• As the sample size increases, the estimates will become more precise (that is,
more tightly clustered around the true mean).
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For example, the distributions of the sample means corresponding to the growing
numbers of observations we looked at earlier can be drawn as follows:

In practice, we only have one sample, so we don’t actually know what the sample
mean distribution looks like! But we can estimate it with the help of the sample
variance…
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How far can the sample mean vary from the
true mean?
• Our estimate for the standard deviation of the sample mean is "⁄ #,
where s is the sample standard deviation and N is the sample size.
• The question of whether two samples are from the same or different
processes can thus be thought of in terms of the overlap between the
two estimated distributions of the sample means: is it small enough
to conclude that the true means are truly different?
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The t-test
• The t-test provides formal decision criteria for whether or not the sample
means are different enough to suggest a difference in the true means.
• Actually, the question the t-test asks is whether or not the (standardised)
difference between the means is big enough to suggest that the true
difference is non-zero.
• This standardised difference also has a distribution of its own. Without
going into too much detail (we will say more in Part 3) this distribution can
be used to provide a threshold value.
• If the observed difference is bigger than the threshold value, the real difference is
non-zero – subsequently, the two samples are generated by different processes.
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The t-statistic is computed from the samples and
compared with the appropriate t-distribution. If it
is larger in size than some chosen lower bound for
unlikely values then the test concludes that the
true means are different.
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Using the t-test to detect leakage
• The t-test can be used to decide if two samples were generated by
underlying processes with different means.
• In leakage detection, we are interested in whether or not the data being
operated on by a device triggers distinct leakage processes.

• We hope not, because such differences can be used to tell an adversary about the
data!

• In general terms, the strategy for leakage detection via the t-test is to feed
different data inputs into the device, and then check to see if the
corresponding side-channel measurements are detectably different.

• There is no single definitive way to do this. In particular, the t-test compares precisely
two samples and there are any number of data-dependent ways to partition up the
measurements in order to make the comparisons.
• A good strategy will be one that is comprehensive (i.e. covers all possible
vulnerabilities) and achievable (i.e. within data and computation budgets).
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Test Vector Leakage Assessment (TVLA)
• Goodwill et al.’s Test Vector Leakage Assessment framework [GJJR11]
is a set of recommendations aiming to achieve a good strategy.
• Tests fall into two categories:

• Specific tests target known intermediate values. Traces are collected for
uniformly random inputs and partitioned according to bits or bytes of the
data state. To compare the partitions, t-tests are performed. A limitation is
that such an approach is only sensitive to what is targeted.
• Non-specific tests aim to catch more general vulnerabilities. The fixed-versusrandom method tests for differences between traces collected for random
inputs and traces with a fixed input. A limitation is that the precise source of
the vulnerability is not always clear, making it difficult for an attack to exploit
or a designer to fix.

[GJJR11] G. Goodwill, B. Jun, J. Jaffe and P. Rohatgi, A testing methodology for side-channel resistance validation, CRI, 2011.
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TVLA recommendations
The TVLA framework specifies a threshold of 4.5 for deciding that a particular point
in the trace is leaky. We will look at where this number comes from in Part 3, and
discuss alternatives.
However, all detected vulnerabilities should be confirmed by repeating the set of
tests on an independently-generated second acquisition. In practice, this is not
always/hardly ever done.
The framework also specifies:
• The information (algorithm, design, countermeasures) required from the vendor to enable a
fair test;
• Sample rates and measurement set-ups depending on device type;
• Advice on how to choose the sample size (unless it is limited by design of the
implementation);
• The data to be collected and stored (trace measurements, inputs, outputs, keys);
• Signal alignment and other processing to be done prior to testing.
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The TVLA fixed-versus-random
• Suppose a device leaks values proportional to the Hamming weight of
the intermediate values, plus some Gaussian noise.
• Then the average leakage value as the inputs vary uniformly at
random will be 4.
• Meanwhile, if an input is chosen such that the target intermediate
value has a Hamming weight of 7, the average leakage value for
repeat executions with this input will be 7.
• A t-test with large enough sample sizes of each (relative to the noise
magnitude) should be able to conclude that there is a true difference,
i.e. a leak.
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Mini quiz: Which of these plots represent the underlying (true)
distributions being compared in a fixed-versus-random TVLA test?
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Discussion
• Might a test fail?
• Might one test do better than another?
• Is noise bad news?
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Why a test might fail
• We have seen that the relationship between the underlying fixed and
random distributions depends on the choice of plaintext.
• If the mean associated with the fixed input coincides
with the overall mean as the plaintext varies, then
although the distributions are different (a fixed input
means a smaller variance) the t-test will not be able to
distinguish between them as it is only sensitive to
mean differences.

• Consider, e.g., a device with power consumption proportional to the Hamming
weight, in the event that the fixed input produces an intermediate with
Hamming weight 4.
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Nature of statistical tests
• Another reason a test can fail is that statistical tests are inherently
probabilistic. The decision criteria are designed to minimise errors
(and trade between them); it is not possible to eradicate them.

• For example, there are test scenarios and configurations which will
sometimes detect and sometimes fail to detect, even though the leakage is
always there.
• There will also always be a certain proportion of false positives, i.e. tests
which conclude that there is leakage when there isn’t.

• In Part 3 we will explain the role of the threshold in controlling the
false positive rate, the implications that it has for the false negative
rate, and some of the other parameters and characteristics involved
in balancing them.
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Why one test might do better than another
• The choice of fixed inputs in examples (a) and (c) both produce
means that are distinct from the overall mean as inputs vary.
However, the distance is much greater for (a) than it is for (c).
• For example, a fixed input that leads to a Hamming weight of 8 implies
four times the distance from the overall mean as one that leads to a
Hamming weight of 3.

• The numerator of the t-statistic will be smaller in scenario (c),
which implies that we will need larger samples than in scenario
(a) before we will be convinced that there is a real difference.
• You can also think of this as needing to squeeze the sampling
distributions more before they cease to overlap
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Why noise is bad news
• Remember from earlier that the data inputs are only
one potential source of variation in the power
consumption.
Ptotal = Pop + Pdata + Pel.noise + Pconst
• The more noise there is from other processes on the
device, and from your measurement set-up, the greater
the overlap between the distributions, even for the
same choice of fixed input.
• A different choice of fixed input might sometimes help
to some extent, but larger noise generally means that
more data is needed before the sampling distributions
of the mean are adequately separated.
14-Nov-18

29

So, is the t-test the answer?
• The t-test is effective at detecting certain forms of data-dependency in
side-channel measurements.
• We have touched on the fact that the number of traces has a bearing on
the outcome of a test, and that lots more traces are needed if the signal is
small or the noise large (or both).
• Because trace acquisition and processing is costly, the question arises of
whether or not other methods exist which might be able detect leakage
with fewer traces – by exploiting larger parts of the signal and/or by using
more efficient statistics.
• The correlation-based method is one candidate for this, as we will explore
in Part 2, after first demonstrating how the t-test based methods perform
on real trace measurements.
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